STATE OF MISSOURI
OFFICE OF ADMINISTRATION
DIVISION OF PURCHASING AND MATERIALSMANAGEMENT

NOTIFICATION OF STATEWIDE CONTRACT

December 5, 2012
CONTRACT TITLE: Security Guard Services
CURRENT CONTRACT PERIOD: January 10, 2013 through January 9, 2014
BUYER INFORMATION: Rebecca Brinkley

(573) 751-5341
Rebecca.brinkley@oa.mo.gov

Original Contract Period Potential Final Expiration
January 10, 2011 thru January 9, 2012 Januaryl® 20

RENEWAL INFORMATION

ALL PURCHASES MADE UNDER THIS CONTRACT MUST BE FORUBLIC USE ONLY.
PURCHASES FOR PERSONAL USE BY PUBLIC EMPLOYEES ORRICIALS ARE PROHIBITED.

THE USE OF THIS CONTRACT IPREFERRED FOR ALL STATE AGENCIES.
Local Purchase Authorityhouldnot be used to purchase supplies/services included
in this contract unless it is determined to bthmbest interest of the State of Missouri foradesagency to
obtain alternate services elsewhere.

The entire contract document may be viewed andegaifrom the Division of Purchasing & Materials Maement's
Awarded Bid & Contract Document Sear ch located on the Internet http://www.oa.mo.gov/purch

~ Instructions for use of the contract, specifications, requirements, and pricing are attached ~.

MBE/ COOP
CONTRACT VENDOR VENDOR INFORMATION WBE PROCURE
NUMBER NUMBER -MENT
Guardian Security Company Inc.
C311013001 0429032960 1 | 153 Andover St Ste 209 No Yes

Danvers MA 01923

Contact: Tom Driscoll

Phone: (978) 750-4600 x 11

Fax: (978) 777-2922

Email: tdriscoll@snydersecurity.com

Guardsman Security & Investigation
C311013002 | 43190951500 | 121 E Broadway

PO Box 883 No Yes
Sedalia MO 65302-0882

Contact: Floyd Hatfield

Phone: (660) 826-4538

Fax: (660) 826-2368

Email: guardsman@sbcglobal.net
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M BE/ COOP
CONTRACT VENDOR VENDOR INFORMATION WBE PROCURE
NUMBER NUMBER -MENT
Statewide Public Safety Inc.
C311013003 | 27197777800 | PO Box 46715 No Yes
Kansas City MO 64120
Contact: Carl Drowns
Phone: (888) 978-2839
Fax: (816) 241-3540
Email: _admin@statewidepublicsafety.us
US Security Associates Inc.
C311013004 2232628060 3 | 1 West Armour Suite 303 No Yes

Kansas City MO 64111

Phone: (816) 753-8888

Fax: (816) 753-4460

Contact: Lance Loewenstein

Email:
lloewenstein@ussecurityassociates.com

Cell: (703) 675-2264

Fax: (703) 842-8281

Home: (816) 298-6678

District Manager: Reba Grass

Phone: (417) 894-5017

Email: rgrass@ussecurityassociates.com
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STATEWIDE CONTRACT HISTORY

Thefollowing summarizes actions related to this Notification of Statewide Contract sinceitsinitial issuance. Any
and all revisions have been incor por ated into the attached document.

Contract Issue Summary of Changes
Period Date

1/10/13 thru 12/05/12 | Renewed all contracts.
1/9/14
1/10/12 thru 12/30/11 | Renewed all contracts.
1/9/13
1/10/11 thru 2/4/11 Updated contact information for Contract C311013@@# US Security Associates Inc
1/9/12
1/10/11 thru 1/14/11 Initial issuance of new statewide contract
1/9/12
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Contract C311013001 thru C311013004
Security Guard Services

1 CONTRACTUAL REQUIREMENTS
11 General Requirements:

1.1.1 The contractor shall provide armed and/or unarneedrity guard services (hereinafter collectiveliere=d to as
security guard services) for any requesting state agency of the State iskdiri (hereinafter referred to siste
agency), in one or more of the regions identified on Atteent #1, as indicated in the Notice of awardisecif
the contract.

a. For purposes of this document, a state agency saalkfined as a division existing within a Depantitrfor
Missouri State Government. The various sectionsgdus, offices, programs, boards, etc., which exast
within a division shall be considered all part loé tsame state agency.

1.1.2 The contractor shall perform all security guardviems in accordance with the provisions and reqouengs
stated herein and in accordance with the instrostprovided by the state agency, in a manner aatfy to and
acceptable to the state agency.

1.1.3 The contractor shall provide security guard ses/ioe an as needed, if needed basis, as requestée biate
agency.

a. To the extent possible, the state agency shalligeahe contractor with 30 calendar days advantieeof
the need for security guard services. The cordrasthall accommodate all requests for security djuar
services if provided with at least 30 calendar dagsce from the state agency. However, if thdesta
agency provides less than 30 calendar days notitleeoneed for security guard services, the cotdrac
must make every effort to accommodate the statecgige request for security guard services; but, the
contractor must begin providing the security gusedvices within 30 calendar days following noticent
the state agency of the need for security guandcsss.

b. The State of Missouri does not guarantee any ushtjee contract whatsoever. The contractor slgka
and understand that the contract shall be consesedpreferred use contract but shall not be ngetas
an exclusive arrangement. Preferred use meanstlyastate agency needing the services shouldhase t
established contract unless it is determined tonbihe best interest of the State of Missouri fostate
agency to obtain services elsewhere.

1.1.4 In the event separate contracts were awarded artecylar region for (1) Unarmed Security GuardvB=ss, and
(2) Armed Security Guard Services and Unarmed $igc@uard Services, the state agency shall determin
which contractor’s service to utilize as follows:

a. Inthe event the state agency requires unarmedigeguard services at a specific location, théestgency
shall utilize the services of the Unarmed Secu@itiard Services contractor.

b. In the event the state agency requires armed $g@uard services or both armed and unarmed sgcurit
guard services at a specific location, the staenegshall utilize the services of the Armed SdguBEuard
Services and Unarmed Security Guard Services atotra

1.1.5 Cooperative Procurement Program - If the contralcés indicated agreement on Exhibit G with par&itign in
the Cooperative Procurement Program, the contrattall provide security guard servicas described herein
under the terms and conditions, requirements amtifsgations of the contract, including prices, dther
government entities in accordance with the Techr8eavices Act (section 67.360, RSMo, which is &lde on
the internet at: http://www.moga.mo.gov/statutes/c000-099/067000086®0) The contractor shall further
understand and agree that participation by othewemmnental entities is discretionary on the parttlodt
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Contract C311013001 thru C311013004
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1.16

1.1.7

1.1.8

12

121

governmental entity and the State of Missouri baawsfinancial responsibility for any payments dine t
contractor by such governmental entities.

The contractor’s security guard(s) shall reporthi® state agency’s Chief of Security, Building Mg&a and/or
other person designated by the state agency (laéteimeferred to asdésignated representative”).

If space is available, the state agency may prowiderk area for the contractor’s security guards.

Unless otherwise specified herein, the contractall sfurnish all material, labor, facilities, equient, and
supplies necessary to perform the services reqbieegin.

Security Guard Performance Requirements:

The contractor shall provide security guards asested by the state agency to provide duties agnass Prior
to commencement of duties, the state agency shaitify the required duties and shall submit todbetractor a
schedule and/or patrol route. The required dutiag consist of, but not necessarily limited to fiblowing:

a. Patrol the state agency building to maintain oedet enforce building regulations.

b. Unlock and lock various doors at time specifiediy designated representative.

c. Turn on lights as required throughout the stateegéuilding.

d. Assist state agency personnel if clients, visitorspther individuals become uncontrollable or wipgive.
At the state agency’s request, the contractor'sirsigoguard(s) shall provide backup assistancénéostate
agency personnel or be the primary individual ragg instances involving uncontrollable individsial

e. Monitor and check identification of each clientsitor, and other individuals requesting entranceeitured
areas, sign-in and sign-out all individuals entgramd leaving the state agency building, conductioen
searches on incoming clients, visitors, and othéividuals at the request of the state agencysandre the

lobby and waiting areas.

f.  Work with the appropriate local law enforcementragyeif the state agency determines a situationiregu
intervention by the local law enforcement agency.

g. Monitor the control room, potential area(s) of g@gwconcerns, security cameras, and monitors.
h. Escort state agency personnel or other individieaénd from cars on parking lot(s).

i. Patrol perimeters and/or parking lots. If secugtiards are required to patrol perimeters and/okima
lots, the contractor shall comply with the followin

1) If requested by the state agency, the contractost nmuovide an unmarked vehicle(s) for the

contractor’s security guard(s) to use throughoet gbheduled patrol of the perimeter and/or parking

lot(s).

2) The contractor must provide a method for the sgcguard(s) to contact the state agency from remote

parking lot(s).

3) Upon state agency approval, the contractor’s sgcguards shall operate in accordance with the stat

agency approved schedule/patrol route.
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Contract C311013001 thru C311013004
Security Guard Services

J. Operate parking lot access controls and remote reagystems.

k. Notify the designated representative of state agéndding emergencies including, but not limitex the
discovery of illegal weapons (e.g. bullets, gumsyés, etc.), drug substance, or other contraband.

|.  Provide continuous switchboard coverage on weektsjgsaturdays, Sundays, and state holidays as time
designated by the state agency.

m. Any additional duties designated by the state agenc

1.2.2 The contractor and/or the contractor's assigneddfsp shall appear at any legal hearings resultiog an
incident in which the assigned security guard(sjenavolved, as requested by the state agency. stdte
agency shall notify the contractor and/or assigseclrity guard(s) any time a request for attendaneelegal
hearing is required.

1.2.3 The contractor’s security guards must be propenlfoumed and wear a badge at all times while ory.dut

a. The contractor shall provide complete uniforms (&t types of weather), insignia/badges, and, if
applicable, firearms and non-lethal devices forgheurity guards which comply with the requiremesfts
the local law enforcement agency.

b. The contractor must obtain prior written approvadni the state agency on the style and color of the
uniforms.

c. All security guards must be neat, clean, and psd@sl in attire and person.

1.2.4 |If requested by the state agency, the contractmssgned security guards must obtain a state iSsuetactor
badge. The contractor shall renew the contracdges annually. The process for obtaining an@foewing a
state issued contractor badge is as follows:

a. The contractor's assigned security guard(s) mubtmgua fingerprint criminal record check conducted
through the Missouri State Highway Patrol and tBé that is no more than thirty (30) days old antizes
the state agency Originating Agency Identificat{@RI) number.

b. The contractor’'s assigned security guard(s) musingua completed State ID Badge/After hours Access
Application (located athttp://oa.mo.gov/fmdc/security/IDApplication.jdf The contractor may obtain
assistance by contacting the state agency destjrepieesentative.

c. The contractor must submit all documents to theestigency’s designated representative for proogssid
approval prior to obtaining a badge. All documesit®uld be submitted at least five (5) days proor t
commencement of security guard services.

d. The contractor’'s assigned security guard(s) mussent valid photo identification at the time thstiate
issued contractor badge is issued.

1.2.5 The contractor’s security guards shall not do til®wing while on duty:

a. Use a phone unless related to providing securigrdjiservices for the state agency. Use of a phone
includes, but is not limited to, talking, textingaming, etc.

b. Wear or have headphones, personal radios, or $etegi
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1.2.6

13

131

13.2

1.3.3

e.

f.

Have or read any personal reading material.

Leave the state agency while on duty. Securitydgianay eat their meals in the area(s) designateted
state agency.

Smoke or use tobacco products.

Be intoxicated or under the influence of a congdlsubstance.

If requested by the state agency, the contractalt phovide an on-site security guard supervisbhe security
guard supervisor's duties may consist of, but mmessarily limited to, the following:

a.

b.

K.

Ensure that all assigned duty locations are filted timely manner by qualified and trained segugitards.
Evaluate emergency situations to determine wherumbe and/or police are to be called.
Oversee the detaining and arresting process wheagtede

Serve as the point of contact to communicate wasponding emergency personnel including medical,
police, and fire.

Respond to state agency designated representatjuestions and concerns about security and lifetpaf
matters.

1) For purposes of this document, life safety matshall be defined as anything having to do with
minimizing danger to life from fire, including smekfumes and panic; tornadoes; earthquakes; bomb;
or any other type of threat.

Coordinate life safety drills and building evacoas.
Review all incident reports for completeness befuiemitting to the state agency designated reprathem
Maintain local files on incident reports.

Review, verify, and submit security guard hoursobefinvoice is submitted for each period as appatgr

Direct subordinate contract security guards acogrdio specific instructions from the state agency
designated representative.

Discipline contractor security guards as needeabtmre compliance with contractual requirements.

Contractor and Personnel Requirements:

The contractor must be a reliable, well establisbesalirity company with multiple years of experiepeaviding
security guard services.

The contractor must maintain an established placseeurity business, properly identified as saidibess, and
should be available on a twenty-four (24) hourese{r) day per week basis.

The contractor must have a salary and benefitgyttiat will recruit and maintain top quality seityiguards.
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Contract C311013001 thru C311013004
Security Guard Services

a. Vacation and sick leave policies shall be leftite tliscretion of the contractor. By no later tiamteen
(14) days after the effective date of the contrd,contractor shall provide a printed copy oftspolicies
to the state agency and shall inform the state@genwriting of any changes to those policies.

1.3.4 The contractor shall provide the number and typseairity guard(s) (i.e. armed or unarmed) on dawshours
as required by the state agency.

a. The state agency shall assign the start and end bbeach shift.

b. In cases of multiple shifts in one day, the cortvaecnust ensure the proper transfer of securityrdjua
services from one (1) shift to another without iniption of security guard services.

c. The contractor’'s security guard(s) shall not warlekcess of a ten (10) hour shift, and no more they
(40) hours per week without prior approval from #tate agency.

d. The contractor shall agree and understand thatsthie agency reserves the right to change the shift
schedule, days, times, type of security guard @rmed or unarmed), and/or the number of secutityds
required in the event of changing circumstancegaanmdquirements by the state agency.

1) The state agency reserves the right to requiretiaddl security guards or to delete assigned scuri
guards, as may be necessary. The state agentgisieahe contractor twenty-four (24) hour notide,
possible, when requesting additional security gstard

1.3.5 The contractor’s security guards must report todfade agency’s designated representative, becaagsigned
duty location, and ready to begin providing segugiiard services by the shift start time.

a. In addition, the contractor’s security guards mregbrt to the state agency’s designated represantahen
leaving the assigned duty location and upon remgrto the assigned duty location.

b. The contractor security guards must directly comicate with the state agency’s designated representa
for security breaches.

1.3.6 In the event of a “no-show” of an assigned secugiiiard or a security guard not qualified, pursuanthe
requirements specified herein, the contractor mpusvide a replacement security guard within onehdgr of
notification by the state agency, unless othenwisgucted by the state agency.

a. For purposes of this document, a “no-show” shaltlbned as a failure of a contractor’s securitargi(s)
to report to the assigned duty location or checktiassigned duty location.

1.3.7 If requested by the state agency, the contractall ginovide security guard services between stageney
facilities if all facilities comprise one networkitwin a state agency.

a. For example, the Eastern Missouri Psychiatric Has8ystem is comprised of three psychiatric faesi,

each of which are operated by the Missouri Departmef Mental Health (DMH), Division of
Comprehensive Psychiatric Services. The threétfasiare:

1) Hawthorn Children’s Psychiatric Hospital (HCPH) ded at 1901 Pennsylvania Ave., St. Louis, MO
63133

2) Metropolitan St. Louis Psychiatric Center (MPC)dtex at 5351 Delmar, St. Louis, MO 63112

3) St. Louis Psychiatric Rehabilitation Center (SLPR&€ated at 5300 Arsenal, St. Louis MO 63139
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1.3.8 The contractor must employ an adequate numberamidbly back-up security guards that are pre-traaret
screened in accordance with the requirements shetiein to ensure no disruption of security guardises.

a. If requested by the state agency, the contrac@lt plovide the state agency with a list of possiback-up
security guards.

1.3.9 The contractor shall assign the same security guré particular state agency building on a coesisasis,
unless removal of a security guard is requesteithédgtate agency.

1.3.10 The contractor shall provide the state agency imithnediate notification of the dismissal of a setyuguard.
a. The contractor shall not notify a security guardiisimissal while the guard is on state agency mesni

b. Upon dismissal of a security guard, the contrashail provide a replacement security guard so assore
no lapse of security guard services.

1.3.11 The contractor’s personnel shall be subject taules, regulations, and policies of the state agémcwhich the
contractor is providing services.

14 Security Guard Qualification Requirements:

1.4.1 The contractor must provide security guards whotntiee qualifications specified herein. The stagerzy
reserves the right to interview and accept or tegay security guard prior to being assigned byctir@ractor.

a. Atthe request of the state agency, the contrattall provide references and/or resumes for sgoguiirds.
The state agency reserves the right to conductvietes with selected security guards after revidw o
references and/or resumes.

b. The contractor shall replace any security guarti wihom the state agency is not satisfied.

1.4.2 The contractor’s security guards must be currdidgnsed with the local law enforcement agencwgpiplicable,
as a security guard. On a security guard’s fiest of assigned duties at the state agency, theiseguard must
show his/her security guard license to the deseghegpresentative.

a. If requested by the state agency, security guardgg annually provide verification of license renéveathe
state agency.

1.4.3 The contractor’'s security guards must have at léast (2) years experience in military or civiliaaw
enforcement, or related experience with a civisaourity agency.

1.4.4 The contractor’s security guards must have a higioal diploma or its equivalent, or possess a coatlwn of
education and experience acceptable to the staecyg The state agency reserves the right to winise
requirement on a case-by-case basis dependinge@xfierience of a security guard.

1.4.5 The contractor shall provide security guards whemrysically capable of performing duties requii@dproper
security and assuring that all necessary precaanyameasures are taken to protect people and pyoper

a. Security guards must be physically and mentallyndou

b. Security guards must be able to walk six (6) hafran eight (8) hour shift, walk at least four @)les
continually, and climb stairs.

Page 9 of 34



Contract C311013001 thru C311013004
Security Guard Services

c. Security guards must be free of any serious heampgirment and must have good visual capacity.
d. Security guards must be capable of exercising juhigrand acting quickly in an emergency.
e. Security guards must conduct themselves in a pimfieal manner at all times while on duty.

1.4.6 The contractor’s security guards must be of sutdhrgerament and maturity that they shall be abfartotion in
the fate of physical threats and verbal abuse witteking such behavior personally.

1.4.7 The contractor’s security guards must be politspeetful, patient, understanding, able to adamthtdlenging
situations, and treat the public in a courteousedfettive manner.

1.4.8 The contractor’s security guards must have thetalbd communicate effectively in the English laiage as well
as read and understand instructions in the Entglisuage.

1.4.9 The state agency will maintain a record of all appd security guards.

15 Additional Requirements for Armed Security Guards: If the contractor provides armed security guard
services, as specified in the Notice of Award,dbetractor shall comply with the following

1.5.1 The contractor’'s armed security guards must beeatlyr licensed and/or certified, as required byntgucity,
and/or state law to carry firearms and/or non-lettevices (e.g. tear gas, taser, mace, nightséttk). The
contractor’s armed security guards shall includéh lgsmed security guards and soft-armed securigydgu For
purposes of this document and unless otherwiseifggadly stated, the termarmed security guard shall
collectively include both armed and soft armed sécguards. For purposes of this document, tHieviong
definitions shall apply.

a. An armed security guard shall be defined as a ggaqyuard licensed and/or certified to carry adima in
conjunction with any non-lethal device.

b. A soft armed security guard shall be defined ascaisty guard licensed and/or certified to carrp-hethal
devices.

1.5.2 The contractor must have all firearms and non-letlezices registered with the local law enforcemaggncy
and provide some type of identification to the estaggency of the firearms and non-lethal deviceg&mh armed
security guard.

1.5.3 The contractor’s armed security guards shall nahédollowing while on duty:

a. Draw or pull firearm(s) and/or non-lethal devicedass an emergency situation should warrant sutbnac

b. Maintenance of or leave firearm(s) and/or non-letlearices unattended at any time while on the pserof
the state agency.

1.6 Training, Instruction, Orientation, and Screening Requirements:

1.6.1 Within ten (10) calendar days prior to assignmena gecurity guard to a state agency, and, if reguby the
state agency, the contractor shall provide therggaquard(s) with four (4) hours of on-site traigi

a. The four (4) hours of on-site training shall cohsi$ security operations, duty location orders, and
procedures to acclimate the security guard to thie sigency location.
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b. If requested by the state agency, the contractall phovide the state agency with documentationdibr
security guards assigned to the contract verifgingcessful completion of training outlined above.

1.6.2 The contractor shall provide security guards thatehtraining and/or instruction in each of the ariggentified
below. The contractor shall provide the state agemith documentation for all assigned security rgsa
verifying completion of training and/or instructionAt least annually, the contractor shall provigenedial
training and/or instruction to the security guardghe areas stated below:

a. Technique of patrol,

b. Use of handling firearms, if armed security guard,
c. First aid, including CPR and AED,

d. Public relations,

e. Safety,

f.  Proper use of telephone and radios, and

g. Proper use of written report forms.

1.6.3 If required by the state agency, the contractaetsugty guards, including back-ups, must attend suatessfully
complete an orientation class(es) provided by tatesagency. The following may be included in dhientation
class(es):

a. Training on Therapeutic Physical Management — eiglised form of intervention focused on controtjin
one’s own feeling while de-escalating potentiallplent behavior exhibited by a psychiatrically ill
individual through verbal and non-verbal techniquesrder to avoid injury to the individual and/tire
interveners.

b. State agency fire and safety procedures.

c. Switchboard operation.

1.6.4 If requested by the state agency, the contractat monduct the following screenings on all assigsecurity
guards and must provide proof to the state agdratythe screenings have been conducted:

a. Lifetime criminal background check

1) A Security Clearance Waiver form, Attachment #2 strive completed and individually signed by the
contractor and each security guard for which tfegifne criminal background check is required.

b. Driver and motor vehicle check
c. Social security numbers verification
d. Five (5) year work history check

e. Drug screening
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1.7

1.7.1

1.7.2

1) The state agency reserves the right to requestiaudlai drug screenings for security guards for
reasonable cause. If such additional drug scrgenare required, the contractor must have the
screenings performed by an independent third daldgratory and must be responsible for all costs
associated with the drug screenings. The contrasiall present the results of the additional
screenings to the state agency by no later tharfl@ncalendar days from the date requested. Any
security guard(s) who test positive on the drugeeeings shall be dismissed from duty at the state
agency.

f. Local clearance with the local law enforcement agemhere services are to be provided.
g. State clearance with the Missouri Uniform Law Erfamnent System (MULES).

h. Nationwide clearance with the National Crime Infatian Center (NCIC) by utilizing the state agendylO
number.

1) If the local law enforcement agency’'s licensing lies NCIC background check, including
fingerprinting, the contractor’'s presentation oé tbecurity guard’s license to the state agencyl shal
meet the NCIC requirements.

Reports and Deliverables:

The contractor’s security guards shall provide iy dectivity log sheet after each shift, which indes an hourly
entry, detailing any security problems, unsecuoaxdkd, rule violations, and suspicious activity, gthbccurred
during the shift. In addition to the daily log shhean incident report (should an incident occuralisbe

completed by the security guard(s) after each sinift should describe the incident in a complete saudirate
manner. The security guard must submit the dailivity log sheet and incident report, if applicablo the state
agency designated representative.

The contractor must submit weekly shift reportsétigheets to the state agency. The contractor maisttain
complete and accurate records to substantiatecesryrovided to the state agency. The contractecerds
must document the following:

a. Name of the security guard providing services,

b. Date(s) services were provided,

c. Time/shift services were provided, and

d. Assigned duty location.

1.7.3 At the request of the state agency, the contrattall conduct an examination and review of the sgcguard’s

performance while on duty. A written report shaé submitted to the state agency and shall contan
following information regarding the examination amediew:

a. Findings of compliance examination and review,
b. Documented findings, such as the date,
c. Security guard’'s name, and

d. Comments regarding the security guard’s performance
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174

18

18.1

19

19.1

19.2

193

194

1.10

The contractor shall submit additional reports tlkahtain documentation of contract compliance ty an
requesting state agency.

Reporting Requirements:

Reporting Requirements - By the fifteenth {)LBlay of the months of March, June, September,Becember,
the contractor shall submit a usage report to thesion of Purchasing and Materials Management h&f t
services provided for all of the various using etaggencies during the previous month and year#®-dahe
contractor must submit the report electronicallamanalysis-ready format.

a. At a minimum, the report must contain the inforroatlisted below:

1) State Agency Name 2)Region
3) Security Guard Service Location 4Hours worked
5) Contract Line Iltem Number 6)Quantity Provided
7) Item Description 8) Unit Price Charged
9) Total Price (Unit Price Charged x

Quantity)

b. In addition, the contractor shall submit the usaggort to any state agency requesting such repoa i
frequency requested by such state agency. Theaotot shall submit the usage report to the requgpst
state agency for only those services providedHerdpecific state agency. The contractor must guhm
report electronically, in an analysis-ready forrspécified by the state agency, such as MicrosofeEar
Access.

c. The contractor shall develop and provide ad hoontspas required and requested by the Division of
Purchasing and Materials Management or any staecggat no additional cost to the state. The echdr
must submit the ad hoc reports electronically inaaalysis-ready format specified and approved ey th
Division of Purchasing and Materials Managemernequesting state agency.

Liquidated Damages: The contractor shall agree and understand thafptbeision of the security guard
services in accordance with the requirements stageein is considered critical to the efficient @i®mns of the
State of Missouri. However, since the amount a¢fi@cdamages would be difficult to establish in évent the
contractor fails to comply with the requirementse tcontractor shall agree and understand that et
identified below as liquidated damages shall bearable and fair under the circumstances.

In the event of a “no-show” of a security guardaaecurity guard not qualified to provide the sesirequested
by the state agency, the contractor shall be asddisgiidated damages in the amount of $10.00dchéour in
which the security guard service is not provided.

The contractor shall also agree and understandstiat liquidated damages shall either be deducted the
contractor’s invoices pursuant to the contractaid oy the contractor as a direct payment to theesigency at
the sole discretion of the state agency.

The contractor shall understand that the liquidateuages described herein shall not be construagasalty.
The contractor shall agree and understand thatsdessments of liquidated damages shall be witlen t
discretion of the State of Missouri and shall badidition to, not in lieu of, the rights of the &taf Missouri to
pursue other appropriate remedies.

Invoicing and Payment Requirements:
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1.10.1 Prior to any payments becoming due per the contifagtcontractor must submit or must have alreadynstted
a properly completed State Vendor ACH/EFT Applicatisince the State of Missouri reserves the tigimake
contract payments through electronic funds tran&eiT).

a.

If not already submitted, the contractor needshitaio a copy of the State Vendor ACH/EFT Applicatio
and completion instructions from the Internet fronthe Vendor Services Portal at:
https://www.vendorservices.mo.gov/vendorservicesé®efault.aspx

The contractor must submit invoices on the contrasriginal descriptive business invoice form andst
use a unique invoice number with each invoice sttbohi The unique invoice number will be listedtba
State of Missouri’'s EFT addendum record to enabé& dontractor to properly apply the state agency’s
payment to the invoice submitted. The contractay mbtain detailed information for payments issted
the past 24 months from the State of Missouri’'sregmccounting system (SAM II) on the Vendor Seegi
Portal at:

https://www.vendorservices.mo.gov/vendorservicesé®efault.aspx

1.10.2 Invoicing — The contractor shall submit an itemizednthly invoice to the actual state agency locatMdere
security guards services were performed or as fspetdly the state agency’s purchase order.

a.

The itemized monthly invoice must include the caotrnumber, date, time, and location services were
actually provided, name of security guard providsegvice, and the actual number of hours of sesvice
provided.

1.10.3 Payments — The contractor shall be paid in accaelanth the applicable firm, fixed price, as ind&d on the
Pricing Page.

a.

In the event the state agency fails to provide @)eworking day notice of a cancelation, the stgency
shall pay the contractor for two (2) hours of seevi

In the event less than two (2) hours of servicerageiested, the state agency shall pay the cootriettwo
(2) hours.

In the event fewer hours of service are provideshtbriginally requested by the state agency, timéractor
shall be paid as follows:

1) If eight (8) hours or less service are requestebpaiavided, the contractor shall be paid for theant
of service requested.

2) If more than eight (8) hours of service are receukdiut eight (8) hours or less are provided, the
contractor shall be paid for eight (8) hours.

If more than eight (8) hours of service are prodgidine contractor shall be paid for the actual nesddf
hours of service provided.

The contractor shall understand and agree that gtatd agency utilizing the contractor’'s servideslisbe
solely responsible for payment for only those smrgirequested by that state agency.

In the event the state agency requires the coottacsecurity guard to take an orientation class th
contractor shall paid for the security guard’s titneattend such orientation class. However, théraator
shall not be paid for the security guard’s timeattend any trainings to acclimate the security duarthe
state agency location.
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1.104

1.10.5

1.10.6

1.10.7

1.10.8

111

1111

1.11.2

g. The state agency shall not pay more than the fitxed prices stated on the Pricing Page for sesvice
provided on Saturday, Sunday, evening hours, Btitdays, or for overtime.

Other than the payments specified above, no otagmpnts or reimbursements shall be made to theamat
for any reason whatsoever including, but not lichite taxes, shipping charges, insurance, intepestalties,
termination payments, attorney fees, liquidated atzas, etc.

Notwithstanding any other payment provision of tieatract, if the contractor fails to perform regairwork or
services, fails to submit reports when due, omigebted to the United States, the state agencywitahold
payment or reject invoices under the contract.

Final invoices are due by no later than thirty (88)endar days of the expiration of the contrathe state
agency shall have no obligation to pay any invegemitted after the due date.

If a request by the contractor for payment or reirsbment is denied, the state agency shall protfide
contractor with written notice of the reason(s) denial.

If the contractor is overpaid by the state agenpypn official notification by the state agency, tontractor shall
provide the state agency (1) with a check payablenatructed by the state agency in the amountuoh s
overpayment at the address specified by the sigdacst or (2) deduct the overpayment from the mgnthl
invoices as requested by the state agency.

Other Contractual Requirements:

Contract - A binding contract shall consist of: (¢ RFP, amendments thereto, and any Best andl Gffex
(BAFO) request(s) with RFP changes/additions, (2 ¢ontractor’'s proposal including any contractéfB
response(s), (3) clarification of the proposal,aify, and (4) the Division of Purchasing and Matsria
Management’s acceptance of the proposal by “natfcawvard”. All Exhibits and Attachments included the
RFP shall be incorporated into the contract byresfee.

a. A notice of award issued by the State of Missowesinot constitute an authorization for shipment of
equipment or supplies or a directive to proceedh wérvices. Before providing equipment, supplied/@r
services for the State of Missouri, the contractoist receive a properly authorized purchase ordether
form of authorization given to the contractor a thiscretion of the state agency.

b. The contract expresses the complete agreemenegfatiies and performance shall be governed sbiely
the specifications and requirements contained ifhere

c. Any change to the contract, whether by modificatéom/or supplementation, must be accomplished by a
formal contract amendment signed and approved Oybatween the duly authorized representative of the
contractor and the Division of Purchasing and MaterManagement prior to the effective date of such
modification. The contractor expressly and exgiicunderstands and agrees that no other methotrand
no other document, including correspondence, actd,oral communications by or from any person,Ishal
be used or construed as an amendment or modifictdithe contract.

Contract Period - The original contract period kbal as stated on page 1 of the Request for PrbfR&®).
The contract shall not bind, nor purport to birieg state for any contractual commitment in excésiseooriginal
contract period. The Division of Purchasing anddvials Management shall have the right, at ite sqition, to
renew the contract for three (3) additional onerymiods, or any portion thereof. In the evemt Bivision of
Purchasing and Materials Management exercises sigtit, all terms and conditions, requirements and
specifications of the contract shall remain the esamd apply during the renewal period, pursuaipi@icable
option clauses of this document.
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1.11.3 Renewal Periods - If the option for renewal is eis&d by the Division of Purchasing and Materials
Management, the contractor shall agree that tleegifor the renewal period shall not exceed themmam price
for the applicable renewal period stated on theiRgiPage of the contract.

a. If renewal prices are not provided, then pricesirdurenewal periods shall be the same as during the
original contract period.

b. In addition, the contractor shall understand ang@ghat renewal period price increases specifietthe
contract are not automatic. At the time of corttranewal, if the state determines funding doespeoinit
the specified renewal pricing increase or evenrtiggothereof, the renewal pricing shall remain $hene as
during the previous contract period. If such actie rejected by the contractor, the contract may b
terminated, and a new procurement process may ma@ucted. The contractor shall also understand and
agree the state may determine funding limitatiomsessitate a decrease in the contractor’'s pri@nghe
renewal period(s). If such action is necessarythadcontractor rejects the decrease, the contnagtbe
terminated, and a new procurement process mayrisicted.

1.11.4 Termination - The Division of Purchasing and MadtxiManagement reserves the right to terminatedhé&act
at any time, for the convenience of the State afdduri, without penalty or recourse, by giving venit notice to
the contractor at least thirty (30) calendar dagsrpgo the effective date of such termination. eTéontractor
shall be entitled to receive compensation for sewviand/or supplies delivered to and accepted dystate of
Missouri pursuant to the contract prior to the etifee date of termination.

1.11.5 Transition:

a. Upon award of the contract, the contractor shaltkmeith the state agency and any other organization
designated by the state agency to ensure an orttarigition of services and responsibilities unther
contract and to ensure the continuity of thoseiseswequired by the state agency.

b. Upon expiration, termination, or cancellation oé tbontract, the contractor shall assist the stgéaey to
ensure an orderly and smooth transfer of respditgiand continuity of those services required untfe
terms of the contract to an organization designhiethe state agency. If requested by the staaa@gthe
contractor shall provide and/or perform any oroélihe following responsibilities:

1) The contractor shall deliver, FOB destination, akcords, documentation, reports, data,
recommendations, or printing elements, etc., wiiehe required to be produced under the terms of the
contract to the state agency and/or to the sta#acyts designee within seven (7) days after recdipt
the written request in a format and condition &t acceptable to the state agency.

2) The contractor shall discontinue providing senoac@ccepting new assignments under the terms of the
contract, on the date specified by the state aganogrder to ensure the completion of such service
prior to the expiration of the contract.

3) If requested in writing via formal contract amendhtpehe contractor shall agree to continue progdin
any part or all of the services in accordance whbk terms and conditions, requirements and
specifications of the contract for a period noekzeed ninety (90) calendar days after the expinati
termination or cancellation date of the contractdgrice not to exceed those prices set fortthén t
contract.

1.11.6 Contractor Liability - The contractor shall be respible for any and all personal injury (includidgath) or

property damage as a result of the contractor'Bgesge involving any equipment or service providedier the
terms and conditions, requirements and specifinataf the contract. In addition, the contractsuases the
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obligation to save the State of Missouri, includitgyagencies, employees, and assignees, from expgnse,
liability, or payment arising out of such negligeat.

a. The contractor also agrees to hold the State osdis, including its agencies, employees, and asg,
harmless for any negligent act or omission commhitig any subcontractor or other person employedrby
under the supervision of the contractor under ¢nes of the contract.

b. The contractor shall not be responsible for anyrinpr damage occurring as a result of any negligenor
omission committed by the State of Missouri, inahgdits agencies, employees, and assignees.

c. Under no circumstances shall the contractor bedifdy any of the following: (1) third party clasragainst
the state for losses or damages (other than thsssl labove) or (2) economic consequential damages
(including lost profits or savings) or incidentaardages, even if the contractor is informed of their
possibility.

1.11.7 Insurance - The contractor shall understand aneeatirat the State of Missouri cannot save and hatchless
and/or indemnify the contractor or employees againg liability incurred or arising as a resultaofy activity of
the contractor or any activity of the contractataployees related to the contractor's performamoeuthe
contract. Therefore, the contractor must acquité maintain adequate liability insurance in thenf(g) and
amount(s) sufficient to protect the State of Missoils agencies, its employees, its clients, amel general
public against any such loss, damage and/or expetated to his/her performance under the contrddte
insurance shall include an endorsement that agdStéite of Missouri as an additional insured.

1.11.8 Subcontractors - Any subcontracts for the prodsetsices described herein must include approppi@tesions
and contractual obligations to ensure the succksfillment of all contractual obligations agreed by the
contractor and the State of Missouri and to enshia¢ the State of Missouri is indemnified, saveald &aeld
harmless from and against any and all claims ofatgnloss, and cost (including attorney fees) of kind
related to a subcontract in those matters describethe contract between the State of Missouri &mel
contractor.

a. The contractor shall expressly understand and afegehe/she shall assume and be solely resporfsible
all legal and financial responsibilities relatedhie execution of a subcontract.

b. The contractor shall agree and understand thaizattdn of a subcontractor to provide any of the
products/services in the contract shall in no waieve the contractor of the responsibility for yiding the
products/services as described and set forth herein

c. The contractor must obtain the approval of the eStat Missouri prior to establishing any new
subcontracting arrangements and before changingangontractors. The approval shall not be anira
withheld.

d. Pursuant to subsection 1 of section 285.530, R$iMdaontractor or subcontractor shall knowingly evgpl
hire for employment, or continue to employ an uhatized alien to perform work within the state of
Missouri. In accordance with sections 285.52586.250, RSMo, a general contractor or subcontrauftor
any tier shall not be liable when such contractosubcontractor contracts with its direct subcarttrawho
violates subsection 1 of section 285.530, RSMdhéf contract binding the contractor and subcorgract
affirmatively states that

1) the direct subcontractor is not knowingly in viadett of subsection 1 of section 285.530, RSMo, and

2) shall not henceforth be in such violation and

3) the contractor or subcontractor receives a swdidaait under the penalty of perjury attesting e t
fact that the direct subcontractor's employeedaséully present in the United States.
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1.11.9 Substitution of Personnel - The contractor agre®$ anderstands that any substitution of the speddy
individual(s) and/or personnel qualifications idéeat in the proposal must be with individual(s) efual or
better qualifications than originally proposed.

1.11.10 Authorized Personnel:

a. The contractor shall only utilize personnel authedi to work in the United States in accordance with
applicable federal and state laws. This includaisi® not limited to the lllegal Immigration Reforamnd
Immigrant Responsibility Act (IIRIRA) and INA Seoti 274A.

b. If the contractor is found to be in violation ofgshiequirement or the applicable state, federallacal laws
and regulations, and if the State of Missouri haasonable cause to believe that the contractor has
knowingly employed individuals who are not eligititework in the United States, the state shall ithee
right to cancel the contract immediately withouhaky or recourse and suspend or debar the coatract
from doing business with the state. The state alag withhold up to twenty-five percent of the tota
amount due to the contractor.

c. The contractor shall agree to fully cooperate vatly audit or investigation from federal, statelomal law
enforcement agencies.

d. If the contractor meets the definition of a busgestity as defined in section 285.525, RSMo, ja@rtg to
section 285.530, RSMo, the contractor shall mam&iroliment and participation in the E-Verify fede
work authorization program with respect to the esypes hired after enroliment in the program who are
proposed to work in connection with the contraciedvices included herein. If the contractor’'s bass
status changes during the life of the contract@éoome a business entity as defined in section 285.5
RSMo, pertaining to section 285.530, RSMo, then abetractor shall, prior to the performance of any
services as a business entity under the contract:

1) Enroll and participate in the E-Verify federal woduthorization program with respect to the
employees hired after enrollment in the program \ahe proposed to work in connection with the
services required herein; AND

2) Provide to the Division of Purchasing and Materisllanagement the documentation required in the
exhibit titled, Business Entity Certification, Eflment Documentation, and Affidavit of Work
Authorization affirming said company’s/individual’s enrollimennd participation in the E-Verify
federal work authorization program; AND

3) Submit to the Division of Purchasing and Materislanagement a completed, notarized Affidavit of
Work Authorization provided in the exhibit titledBusiness Entity Certification, Enrollment
Documentation, and Affidavit of Work Authorization

e. In accordance with subsection 2 of section 285.8¥Mo, the contractor should renew their Affidanit
Work Authorization annually. A valid Affidavit oWork Authorization is necessary to award any new
contracts.

1.11.11 Contractor Status - The contractor represents Hhirosénerself to be an independent contractor affgisuch
services to the general public and shall not reprekimself/herself or his/her employees to be rapleyee of
the State of Missouri. Therefore, the contractmllsassume all legal and financial responsibifily taxes,
FICA, employee fringe benefits, workers compensatiemployee insurance, minimum wage requirements,
overtime, etc., and agrees to indemnify, save,hendd the State of Missouri, its officers, agents] @mployees,
harmless from and against, any and all loss; dostuding attorney fees); and damage of any kirldtee to
such matters.
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1.11.12 Coordination - The contractor shall fully coordi@all contract activities with those activities thie state
agency. As the work of the contractor progresadsice and information on matters covered by thatrect
shall be made available by the contractor to tlas#estigency or the Division of Purchasing and Maleri
Management throughout the effective period of thetiact.

1.11.13 Property of State - All documents, data, reporppsies, equipment, and accomplishments prepavedished,
or completed by the contractor pursuant to the seofmthe contract shall become the property ofStege of
Missouri. Upon expiration, termination, or canagbn of the contract, said items shall becomepttoperty of
the State of Missouri.

1.11.14 Confidentiality:

a. The contractor shall agree and understand thalisdussions with the contractor and all informatyamed
by the contractor as a result of the contractogidggmance under the contract shall be confideatal that
no reports, documentation, or material prepareckeqsired by the contract shall be released to th#ip
without the prior written consent of the state agen

b. If required by the state agency, the contractor ang required contractor personnel must sign sigecif
documents regarding confidentiality, security, dhes similar documents upon request. Failure ef th
contractor and any required personnel to sign sladuments shall be considered a breach of cordratt
subject to the cancellation provisions of this duoeat.

1.11.15 Participation by Other Organizations - The conwactmust comply with any Organization for the
Blind/Sheltered Workshop participation levels corted to in the contractor’s awarded proposal.

a. The contractor shall prepare and submit to thedivwi of Purchasing and Materials Management a tepor
detailing all payments made by the contractor tgaDizations for the Blind/Sheltered Workshops
participating in the contract for the reportingipdr The contractor must submit the report on antmy
basis, unless otherwise determined by the DivieidAurchasing and Materials Management.

b. The Division of Purchasing and Materials Managemmghtmonitor the contractor's compliance in meegtin
the Organizations for the Blind/Sheltered Workslpapticipation levels committed to in the contratgor
awarded proposal. If the contractor's paymentghe participating entities are less than the amount
committed, the state may cancel the contract arglispend or debar the contractor from participaiting
future state procurements, or retain payments éocttintractor in an amount equal to the value of the
participation commitment less actual payments nagdéhe contractor to the participating entity. thie
Division of Purchasing and Materials Managemeneeines that the contractor becomes compliant with
the commitment, any funds retained as stated albailde released.

c. If a participating entity fails to retain the reged certification or is unable to satisfactorilyrfoem, the
contractor must obtain other certified organizadioior the blind/sheltered workshops to fulfill the
participation requirements committed to in the cactbr’'s awarded proposal.

1) The contractor must obtain the written approval toé Division of Purchasing and Materials
Management for any new entities. This approvall sfzd be arbitrarily withheld.

2) If the contractor cannot obtain a replacement yntiite contractor must submit documentation to the
Division of Purchasing and Materials Managemenaitiay all efforts made to secure a replacement.
The Division of Purchasing and Materials Managenstiall have sole discretion in determining if the
actions taken by the contractor constitute a gauoith feffort to secure the required participatior an
whether the contract will be amended to changedméractor’s participation commitment.
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1.12.1

1.12.2

1.12.3

1.12.4

1.125

d. Within thirty days of the end of the original camtt period, the contractor must submit an affidéwithe
Division of Purchasing and Materials Managemertie @ffidavit must be signed by the director or nggma
of the participating Organizations for the Blindélered Workshop verifying provision of productsifor
services and compliance of all contractor paymenisle to the Organizations for the Blind/Sheltered
Workshops. The contractor may use the affidavimfaavailable on the Division of Purchasing and
Materials Management’'s websiteldtp://oa.mo.gov/purch/vendor.htrat another affidavit form providing
the same information.

Federal Funds Requirements - The contractor shall understand and agree thatah&act may involve the use
of federal funds. Therefore, for any federal funded, the following paragraphs shall apply:

In performing its responsibilities under the cootrahe contractor shall fully comply with the f@iling Office
of Management and Budget (OMB) administrative regaents and cost principles, as applicable, inolydiny
subsequent amendments:

a. Uniform Administrative Requirements - A-102 - Sfatecal Governments; 2 CFR 215 - Hospitals, Colleges
and Universities, For-Profit Organizations (if siieally included in federal agency implementatipajd
Not-For-Profit Organizations (OMB Circular A-110).

b. Cost Principles - 2CFR 225 — State/Local Governsmé@MB Circular A-87); A-122 - Not-For-Profit
Organizations; A-21 - Colleges and Universities; @BR 31.2 - For-Profit Organizations; 45 CFR 74
Appendix E — Hospitals.

Steven’'s Amendment — In accordance with the Departsn of Labor, Health and Human Services, and
Education and Related Agencies Appropriations Rablic Law 101-166, Section 511, “Steven's Amendfhen
the contractor shall not issue any statementsspedgases, and other documents describing praegi©grams
funded in whole or in part with Federal money uslése prior approval of the state agency is obthized
unless they clearly state the following as provitgdhe state agency:

a. The percentage of the total costs of the prograpraject which will be financed with Federal money;

b. The dollar amount of Federal funds for the proggbrogram; and

c. The percentage and dollar amount of the total coSthe project or program that will be financed by
nongovernmental sources.

The contractor shall comply with 31 U.S.C. 135atielg to limitations on use of appropriated funagfluence
certain federal contracting and financial transatgi No funds under the contract shall be usedydlpe salary
or expenses of the contractor, or agent actinghfercontractor, to engage in any activity desigreethfluence
legislation or appropriations pending before thatéth States Congress or Missouri General Assemiiig

contractor shall comply with all requirements of 35.C. 1352 which is incorporated herein as ifyfgket forth.

The contractor shall submit to the state agencyenadpplicable, Disclosure of Lobbying Activitiegpogting

forms.

The contractor shall comply with the requiremerftthe Single Audit Act Amendments of 1996 (P.L. 11B6)
and Circular A-133, including subsequent amendmentsvisions, as applicable or 2 CFR 215.26 asldtes to
for-profit hospitals and commercial organization&.copy of any audit report shall be sent to theestagency
each contract year if applicable. The contrachallgeturn to the state agency any funds disaltbimean audit
of the contract.

The contractor shall comply with the Pro-Childrect Af 1994 (20 U.S.C. 6081), which prohibits smakimthin
any portion of any indoor facility used for the pigion of services for children as defined by the.A

Page 20 of 34



Contract C311013001 thru C311013004
Security Guard Services

1.12.6 The contractor shall comply with 37 CFR part 4(Rights to Inventions Made by Nonprofit Organizasand
Small Business Firms Under Government Grants, @ot#r and Cooperative Agreements,” and any
implementing regulations, as applicable.

1.12.7 The contractor shall comply with all applicablerstards, orders or regulations issued pursuante&tban Air
Act (42 U.S.C. 7401 et seq.) and the Federal WRddution Control Act as amended (33 U.S.C. 125deet).

1.12.8 If the contractor is a sub-recipient as define@®MB Circular A-133, Section 210, the contractorlsbhamply
with all applicable implementing regulations, anl aether laws, regulations and policies authoriziog
governing the use of any federal funds paid tocthr@ractor through the contract.

1.12.9 Non-Discrimination and ADA - The contractor shatingply with all federal and state statutes, regatetiand
executive orders relating to nondiscrimination agdial employment opportunity to the extent applieab the
contract. These include but are not limited to:

1.13

1.13.1

a.

—h

T oTae

Title VI of the Civil Rights Act of 1964 (P.L. 8852) which prohibits discrimination on the basisrate,
color, or national origin (this includes individsalvith limited English proficiency) in programs and
activities receiving federal financial assistanoe ditle VII of the Act which prohibits discriminan on
the basis of race, color, national origin, sexatigion in all employment activities;

Equal Pay Act of 1963 (P.L. 88 -38, as amended).ZC. Section 206 (d));

Title IX of the Education Amendments of 1972, aseaded (20 U.S.C 1681-1683 and 1685-1686) which
prohibits discrimination on the basis of sex;

Section 504 of the Rehabilitation Act of 1973, aseaded (29 U.S.C. 794) and the Americans with
Disabilities Act of 1990 (42 U.S.C. 12101 et seghjch prohibit discrimination on the basis of disiiles;

The Age Discrimination Act of 1975, as amended (¥3.C. 6101-6107) which prohibits discrimination on
the basis of age;

Equal Employment Opportunity — E.O. 11246, “Equah@oyment Opportunity”, as amended by E.O.
11375, “Amending Executive Order 11246 Relatinge¢mal Employment Opportunity”;

Missouri State Regulation, 19 CSR 10-2.010, CiwjiHgs Requirements;

Missouri Governor’s E.O. #94-03 (excluding artitildue to its repeal);

Missouri Governor's E.O. #05-30; and

The requirements of any other nondiscriminatiorefatland state statutes, regulations and execoitders
which may apply to the services provided via thetict.

Business Associate Provisions:

Health Insurance Portability and Accountability At1996, as amended - The state agency and ttieactor
are both subject to and must comply with provisiohshe Health Insurance Portability and AccourligbAct

of 1996 (HIPAA), as amended by the Health InformatiTechnology for Economic and Clinical Health Act
(HITECH) (PL-111-5) (collectively, and hereinaftelPAA) and all regulations promulgated pursuant to
authority granted therein. The contractor cont#ga “Business Associate” of the state agencyels &rm is
defined in the Code of Federal Regulations (CFR)a€FR 160.103. Therefore, the term, “contracts’used

in this section shall mean “Business Associate.”

a.

The contractor shall agree and understand thaiugroses of the Business Associate Provisions icatta
herein, terms used but not otherwise defined $faale the same meaning as those terms defined GF&5
parts 160 and 164 and 42 U.S.C. 88 17823eqg. including, but not limited to the following:

1) “Access”, “administrative safeguards”, “confidefitid, “covered entity”, “data aggregation”,
“designated record set”, “disclosure”, “hybrid eyt “information system”, “physical safeguards”,
“required by law”, “technical safeguards”, “use”datworkforce” shall have the same meanings as
defined in 45 CFR 160.103, 164.103, 164.304, adS0d and HIPAA.
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2) “Breach” shall mean the unauthorized acquisitiooceas, use, or disclosure of Protected Health

3)
4)
5)
6)

7

8)

9)

Information which compromises the security or pewaf such information, except as provided in 42
U.S.C. § 17921. This definition shall not applyth® term “breach of contract” as used within the
contract.

“Electronic Protected Health Information” shall meaformation that comes within paragraphs (1)(i)
or (1)(ii) of the definition of Protected Healthfémmation as specified below.

“Enforcement Rule” shall mean the HIPAA Adminigive Simplification: Enforcement; Final Rule
at 45 CFR parts 160 and 164.

“Individual” shall have the same meaning as theténdividual” in 45 CFR 160.103 and shall include
a person who qualifies as a personal representatiecordance with 45 CFR 164.502 (g).

“Privacy Rule” shall mean the Standards for Privatyndividually Identifiable Health Information at
45 CFR part 160 and part 164, subparts A and E.

“Protected Health Information” as defined in 45RCE60.103, shall mean individually identifiable
health information:

- (1) Except as provided in paragraph (2) of thefirdtion, that is: (i) Transmitted by electronicedia;

or (i) Maintained in electronic media; or (iii) dnsmitted or maintained in any other form or medium
- (2) Protected Health Information excludes indiatly identifiable health information in (i)
Education records covered by the Family Educatiétights and Privacy Act, as amended, 20 U.S.C.
1232g; (i) Records described at 20 U.S.C. 1232¢)éB)(iv); and (iii) Employment records held by a
covered entity (state agency) in its role as engrloy

“Security Incident” shall be defined as set fonthtine “Obligations of the Contractor” section oéth
Business Associate Provisions.

“Security Rule” shall mean the Security Standamisthe Protection of Electronic Protected Health
Information at 45 CFR part 164, subpart C.

10) “Unsecured Protected Health Information” shall m@aotected Health Information that is not secured

through the use of a technology or methodologyrdeteed in accordance with 42 U.S.C. § 17932 or
as otherwise specified by the secretary of Healthtduman Services.

b. The contractor agrees and understands that wherevahis document the term Protected Health
Information is used, it shall also be deemed ttunhe Electronic Protected Health Information.

c. The contractor must appropriately safeguard Pretettealth Information which the contractor receives
from or creates or receives on behalf of the stgtency. To provide reasonable assurance of apatepr
safeguards, the contractor shall comply with theiBess Associate Provisions stated herein.

d. The state agency and the contractor agree to athendontract as is necessary for the parties tgplyom
with the requirements of HIPAA and the Privacy R8ecurity Rule, Enforcement Rule, and other rakes
later promulgated (hereinafter referenced as thelagions promulgated thereunder).

1.13.2 Permitted uses and disclosures of Protected Hedtirmation:

a. The contractor may use or disclose Protected Héafbnmation to perform functions, activities, @rsices

for, or on behalf of, the state agency as specifigtie contract, provided that such use or disosvould
not violate HIPAA and the regulations promulgateereunder.

The contractor may use Protected Health Informaimoreport violations of law to appropriate Fedexad
State authorities, consistent with 45 CFR 164.5QP(jand shall notify the state agency by no l#ten ten
(10) calendar days after the contractor becomeseagfahe disclosure of the Protected Health Infation.

If required to properly perform the contract antjeat to the terms of the contract, the contrantay use
or disclose Protected Health Information if necess$ar the proper management and administratiothef
contractor’s business.
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If the disclosure is required by law, the contract@my disclose Protected Health Information to ycaurt
the legal responsibilities of the contractor.

The contractor may use Protected Health Informatmmprovide Data Aggregation services to the state
agency as permitted by 45 CFR 164.504(e)(2)(i)(B).

1.13.3 Obligations of the Contractor:

a.

The contractor shall not use or disclose Proteklealth Information other than as permitted or respliby
the contract or as otherwise required by law, amall comply with the minimum necessary disclosure
requirements set forth in 45 CFR § 164.502(b).

The contractor shall use appropriate safeguardpréwent use or disclosure of the Protected Health
Information other than as provided for by the caatr Such safeguards shall include, but notrbgdd to:

1) Workforce training on the appropriate uses andassees of Protected Health Information pursuant to
the terms of the contract.

2) Policies and procedures implemented by the comtractprevent inappropriate uses and disclosures of
Protected Health Information by its workforce.

3) Any other safeguards necessary to prevent the inpppte use or disclosure of Protected Health
Information.

With respect to Electronic Protected Health Infatiorg the contractor shall implement administrative
physical and technical safeguards that reasonalalyappropriately protect the confidentiality, iniégand
availability of the Electronic Protected Healthdmhation that contractor creates, receives, maiatar
transmits on behalf of the state agency.

The contractor shall require that any agent or sotsactor to whom the contractor provides any Rtetd
Health Information received from, created by, areiged by the contractor pursuant to the contralsh
agrees to the same restrictions and conditionsdstagrein that apply to the contractor with respeauch
information.

By no later than ten (10) calendar days of recefiat written request from the state agency, orthsrwise
required by state or federal law or regulationpgranother time as may be agreed upon in writinghiey
state agency, the contractor shall make the cdottacnternal practices, books, and records, idiclg
policies and procedures and Protected Health Irdbaom, relating to the use and disclosure of Ptetec
Health Information received from, created by, areiged by the contractor on behalf of the statenege
available to the state agency and/or to the Segrefathe Department of Health and Human Serviaes o
designee for purposes of determining complianch thi¢ Privacy Rule.

The contractor shall document any disclosures afmmation related to such disclosures of Protected
Health Information as would be required for thaestgency to respond to a request by an indiviiwadn
accounting of disclosures of Protected Health imfron in accordance with 42 USCA 817932 and 45 CFR
164.528. By no later than five (5) calendar dafyszoeipt of a written request from the state agenc as
otherwise required by state or federal law or ratyoh, or by another time as may be agreed upaniting

by the state agency, the contractor shall provideaacounting of disclosures of Protected Health
Information regarding an individual to the statemgy. If requested by the state agency or the iichdal,

the contractor shall provide an accounting of disates directly to the individual. The contracsball
maintain a record of any accounting made directhyam individual at the individual’s request andlsha
provide such record to the state agency upon réques
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g. In order to meet the requirements under 45 CFR5P84.regarding an individual’s right of access, the
contractor shall, within five (5) calendar dayddualing a state agency request, or as otherwisenestjby
state or federal law or regulation, or by anotl@etas may be agreed upon in writing by the stgémey,
provide the state agency access to the ProtectalihHaformation in an individual’s designated retset.
However, if requested by the state agency, theractar shall provide access to the Protected Health
Information in a designated record set directljhi individual for whom such information relates.

h. At the direction of the state agency, the contnastmall promptly make any amendment(s) to Protected
Health Information in a Designated Record Set pamsto 45 CFR 164.526.

i.  The contractor shall report to the state agencgsu8Sty Officer any security incident immediatelpan
becoming aware of such incident and shall take idiate action to stop the continuation of any such
incident. For purposes of this paragraph, secuntydent shall mean the attempted or successful
unauthorized access, use, modification or destmaif information or interference with systems @p@ns
in an information system. This does not includéal incidents that occur on a daily basis, sustseans,
“pings,” or unsuccessful attempts that do not pewet computer networks or servers or result in
interference with system operations. By no latemtfive (5) days after the contractor becomes ewér
such incident, the contractor shall provide thees&gency’s Security Officer with a description afy
remedial action taken to mitigate any harmful dffeicsuch incident and a proposed written planatioa
for approval that describes plans for preventingsuch future security incidents.

j- The contractor shall report to the state agencyigaBy Officer any unauthorized use or disclosufe o
Protected Health Information not permitted or regaias stated herein immediately upon becomingewar
of such use or disclosure and shall take immedieti®n to stop the unauthorized use or disclosig no
later than five (5) calendar days after the comtrabecomes aware of any such use or disclosuee, th
contractor shall provide the state agency’s Priv@tfycer with a written description of any remedéaadtion
taken to mitigate any harmful effect of such disclie and a proposed written plan of action for eyl
that describes plans for preventing any such futasithorized uses or disclosures.

k. The contractor shall report to the state agencgsuBty Officer any breach immediately upon becamin
aware of such incident and shall take immediat®adbd stop the continuation of any such incideBy. no
later than five (5) days after the contractor beesmware of such incident, the contractor shaWNigethe
state agency’s Security Officer with a descriptminany remedial action taken to mitigate any hatmfu
effect of such incident and a proposed written ftarapproval that describes plans for preventimg such
future incidents.

I.  The contractor’'s reports specified in the precedwagagraphs shall include the following information
regarding the security incident, improper discleguse, or breach, (hereinafter “incident”):

1) The name, address, and telephone number of eadidueal whose information was involved if such
information is maintained by the contractor;

2) The electronic address of any individual who hacgjed a preference of contact by electronic mail;

3) A brief description of what happened, including tiiee(s) of the incident and the date(s) of the
discovery of the incident;

4) A description of the types of Protected Health tnfation involved in the incident (such as full name
Social Security Number, date of birth, home addrassount number, or disability code) and whether
the incident involved Unsecured Protected Healtbrimation; and

5) The recommended steps individuals should take dtepr themselves from potential harm resulting
from the incident.

m. Notwithstanding any provisions of the Terms and @wons attached hereto, in order to meet the
requirements under HIPAA and the regulations prgeameld thereunder, the contractor shall keep aiaghret
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adequate, accurate, and complete records of thandodation required under these provisions for a
minimum of six (6) years as specified in 45 CFR [i&#.

n. Contractor shall not directly or indirectly receivemuneration in exchange for any protected health
information without a valid authorization.

0. If the contractor becomes aware of a pattern akiactor practice of the state agency that congtgua
material breach of contract regarding the stat@@ge obligations under the Business AssociateiSions
of the contract, the contractor shall notify thatstagency’s Security Officer of the activity oaptice and
work with the state agency to correct the breaatootract.

1.13.4 Obligations of the State Agency:

a. The state agency shall notify the contractor oftation(s) that may affect the contractor’s usalisclosure
of Protected Health Information, by providing thentractor with the state agency’s notice of privacy
practices in accordance with 45 CFR 164.520.

b. The state agency shall notify the contractor of ahanges in, or revocation of, authorization by an
Individual to use or disclose Protected Health dmfation.

c. The state agency shall notify the contractor of eestriction to the use or disclosure of Protedteglth
Information that the state agency has agreed &oéordance with 45 CFR 164.522.

d. The state agency shall not request the contraotarsé or disclose Protected Health Informationrnig a
manner that would not be permissible under HIPAA e regulations promulgated thereunder.

1.13.5 Expiration/Termination/Cancellation - Except as yided in the subparagraph below, upon the expmatio
termination, or cancellation of the contract folyaeason, the contractor shall, at the discretibthe state
agency, either return to the state agency or destlitdProtected Health Information received by twatractor
from the state agency, or created or received éyctimtractor on behalf of the state agency, antli sbaretain
any copies of such Protected Health Informatiohis provision shall also apply to Protected Hehitbrmation
that is in the possession of subcontractor or agefithe contractor.

a. In the event the state agency determines thatriegior destroying the Protected Health Informat®mnot
feasible, the contractor shall extend the protestiof the contract to the Protected health Infolmnafior as
long as the contractor maintains the Protectedthidaflormation and shall limit the use and disclesaf the
Protected Health Information to those purposestiade return or destruction of the information agible.
If at any time it becomes feasible to return ortagsany such Protected Health Information mairddin
pursuant to this paragraph, the contractor musfynibte state agency and obtain instructions frbom state
agency for either the return or destruction ofRhnetected Health Information.

1.13.6 Breach of Contract — In the event the contractan isreach of contract with regard to the Busin&ssociate
Provisions included herein, the contractor shaltagand understand that in addition to the requérgmof the
contract related to cancellation of contract, & ftate agency determines that cancellation ofdhéract is not
feasible, the State of Missouri may elect not tacehthe contract, but the state agency shall teperbreach of
contract to the Secretary of the Department of themhd Human Services.
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NORTHWEST REGION

ARMED AND UNARMED SECURITY GUARD SERVICES

STATEWIDE PUBLIC SAFETY

(C311013003)

UNARMED SECURITY GUARD SERVICES

Lineltem

Description

Firm, Fixed Price

001

Unarmed Security Guard Services

$11.00
Per hour, per guard

002

Unarmed Security Guard Supervisor

$12.00
Per hour, per supervisq

PATROL VEHICLE

Lineltem

Description

Firm, Fixed Price

003

Patrol Vehicle

$3.25
Per vehicle, per hour

ARMED SECURITY GUARD SERVICES

Lineltem

Description

Firm, Fixed Price

004

Armed Security Guard Services

$12.75
Per hour, per guard

005

Armed Security Guard Supervisor

$13.75
Per hour, per supervisg

006

Soft Armed Security Guard Services

$10.00
Per hour, per guard

007

Soft Armed Security Guard Supervisqr

Page 26 of 34

$12.00
Per hour, per supervisg



Contract C311013001 thru C311013004
Security Guard Services

NORTHEAST REGION

UNARMED SECURITY GUARD SERVICES*

GUARDIAN SECURITY COMPANY
(C311013001)

UNARMED SECURITY GUARD SERVICES

Lineltem Description Firm, Fixed Price

$11.50
Per hour, per guard

$12.00
Per hour, per superviso

008 Unarmed Security Guard Services

009 Unarmed Security Guard Supervisor

PATROL VEHICLE

Lineltem Description I Firm, Fixed Price

010 Patrol Vehicle $,2'00
Per vehicle, per hour

*|f the state agency isrequesting unarmed security guard servicesONLY in the Northeast Region, you
must use Guardian Security Company.
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NORTHEAST REGION

ARMED AND UNARMED SECURITY GUARD SERVICES

GUARDSMAN SECURITY & INVESTIGATION

(C311013002)

UNARMED SECURITY GUARD SERVICES

Lineltem

Description

Firm, Fixed Price

008

Unarmed Security Guard Services

$11.26
Per hour, per guard

009

Unarmed Security Guard Supervisor

$11.76
Per hour, per supervis(

PATROL VEHICLE

Lineltem

Description

Firm, Fixed Price

010

Patrol Vehicle

$0.00
Per vehicle, per hour

ARMED SECURITY GUARD SERVICES

Lineltem

Description

Firm, Fixed Price

011

Armed Security Guard Services

$11.76
Per hour, per guard

012

Armed Security Guard Supervisor

$12.01
Per hourper superviso

013

Soft Armed Security Guard Services

$11.76
Per hour, per guard

014

Soft Armed Security Guard Supervisgr
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GREATER KANSASCITY REGION

ARMED AND UNARMED SECURITY GUARD SERVICES

STATEWIDE PUBLIC SAFETY
(C311013003)

UNARMED SECURITY GUARD SERVICES

Lineltem Description Firm, Fixed Price

015 Unarmed Security Guard Services $11.00
Per hour, per guard

016 Unarmed Security Guard Supervisor $12.00 )
Per hour, per supervis(

PATROL VEHICLE

Lineltem Description I Firm, Fixed Price

017 Patrol Vehicle $_3'25
Per vehicle, per hour

ARMED SECURITY GUARD SERVICES

Lineltem Description Firm, Fixed Price

018 Armed Security Guard Services $12.75
Per hour, per guard

019 Armed Security Guard Supervisor $13.75 _
Per hour, per supervis(

020 Soft Armed Security Guard Services $11.00
Per hour, per guard

021 Soft Armed Security Guard Supervisqr $12.00 i
Per hour, per supervisg
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CENTRAL REGION

ARMED AND UNARMED SECURITY GUARD SERVICES

GUARDSMAN SECURITY & INVESTIGATION
(C311013002)

UNARMED SECURITY GUARD SERVICES

Lineltem Description Firm, Fixed Price

022 Unarmed Security Guard Services $11.15
Per hour, per guard

023 Unarmed Security Guard Supervisor $11.15 )
Per hour, per supervis(

PATROL VEHICLE

Lineltem Description I Firm, Fixed Price

024 Patrol Vehicle $O'OO
Per vehicle, per hour

ARMED SECURITY GUARD SERVICES

Lineltem Description Firm, Fixed Price

025 Armed Security Guard Services $11.15
Per hour, per guard

026 Armed Security Guard Supervisor $11.25 .
Per hour, per supervisq

027 Soft Armed Security Guard Services $11.15
Per hour, per guard

028 Soft Armed Security Guard Supervisqr $11.25 )
Per hour, per supervis(
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ARMED AND UNARMED SECURITY GUARD SERVICES

GREATER ST. LOUISREGION

GUARDIAN SECURITY COMPANY

(C311013001)

UNARMED SECURITY GUARD SERVICES

Lineltem

Description

Firm, Fixed Price

029

Unarmed Security Guard Services

$11.00
Per hour, per guard

030

Unarmed Security Guard Supervisor

PATROL VEHICLE

$11.50
Per hour, per superviso

Description

Firm, Fixed Price

Patrol Vehicle

$2.00
Per vehicle, per hour

ARMED SECURITY GUARD SERVICES

Lineltem

Description

Firm, Fixed Price

032

Armed Security Guard Services

$11.50
Per hour, per guard

033

Armed Security Guard Supervisor

$12.00
Per hour, per supervisd

034

Soft Armed Security Guard Services

$11.25
Per hour, per guard

035

Soft Armed Security Guard Supervis(
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SOUTHWEST REGION

UNARMED SECURITY GUARD SERVICES*

USSECURITY ASSOCIATES
(C311013004)

UNARMED SECURITY GUARD SERVICES

Lineltem Description Firm, Fixed Price

$10.20
Per hour, per guard

$10.86
Per hour, per superviso

036 Unarmed Security Guard Services

037 Unarmed Security Guard Supervisor

PATROL VEHICLE

Lineltem Description Firm, Fixed Price

038 Patrol Vehicle $_1'31
Per vehicle, per hour

**|f the state agency isrequesting unarmed security guard services ONLY in the Southwest Region, you
must use US Security Associates.
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SOUTHWEST REGION

ARMED AND UNARMED SECURITY GUARD SERVICES

GUARDSMAN SECURITY & INVESTIGATION

(C311013002)

UNARMED SECURITY GUARD SERVICES

Lineltem

Description

Firm, Fixed Price

036

Unarmed Security Guard Services

$11.15
Per hour, per guard

037

Unarmed Security Guard Supervisor

$11.15
Per hour, per superviso

PATROL VEHICLE

Lineltem

Description

I Firm, Fixed Price

038

Patrol Vehicle

$0.00
Per vehicle, per hour

ARMED SECURITY GUARD SERVICES

| ARMED SeCURITY GLARD SeRvIceS |

Lineltem

Description

Firm, Fixed Price

039

Armed Security Guard Services

$11.15
Per hour, per guard

040

Armed Security Guard Supervisor

$11.25
Per hour, per superviso

041

Soft Armed Security Guard Services

$11.15
Per hour, per guard

042

Soft Armed Security Guard Supervisqr
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SOUTHEAST REGION

ARMED AND UNARMED SECURITY GUARD SERVICES

GUARDSMAN SECURITY & INVESTIGATION

(C311013002)

UNARMED SECURITY GUARD SERVICES

Lineltem

Description

Firm, Fixed Price

043

Unarmed Security Guard Services

$11.25
Per hour, per guard

044

Unarmed Security Guard Supervisor

$11.25
Per hour, per superviso

PATROL VEHICLE

Lineltem

Description

Firm, Fixed Price

045

Patrol Vehicle

$0.00
Per vehicle, per hour

ARMED SECURITY GUARD SERVICES

Lineltem

Description

Firm, Fixed Price

046

Armed Security Guard Services

$11.25
Per hour, per guard

047

Armed Security Guard Supervisor

$11.35
Per hour, per superviso

048

Soft Armed Security Guard Services

$11.25
Per hour, per guard

049

Soft Armed Security Guard Superviso
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